We surveyed employees who use personal devices for work. Residual analysis for cross-tabulation was carried out for three groups classified based on company rules and regulations established for mobile work. We show that the behavior of employees working with personal devices to process business data changes due to the presence or absence of the company rules and regulations.
Introduction
Telework is a work style in which an employee has an employment contract with a particular company without having to commute to a particular office space. In Japan, telework has been promoted as a growth strategy by the government to advocate disaster preparedness, regional revitalization, and improvement in work-life balance. In recent years, privately owned high-performance devices and communication environments have become widespread, and personal mobile devices are now suitable for business use. Working within a range of labor agreements regarding the use a personal mobile devices is referred to as bring your own device (BYOD), and "shadow IT" is defined as using a personal mobile device in a situation other than BYOD. When an employee can use a device of their choosing for work, there is an advantage in that small tasks can be accomplished during off time. However, there is a disadvantage in that they cannot use their personal device as they like when applications, such as mobile device management (MDM), are installed according to certain rules and regulations.
We investigated information security risks based on human behavior so that stake-holders can take into account the advantages and disadvantages when introducing, managing, and carrying out mobile work. Our motivation was to clarify the relationship between the action awareness of an employee toward company rules and regulations and rules for information security compliance [6] , [7] . In this paper, we clarify whether a method of handling business data changes due to the presence of company rules and regulations regarding the use of personal devices.
In this paper, we focused on the behavior of employees from the viewpoint of employees themselves. For this reason, we excluded the analysis from the viewpoints of company such as "type of network that employee use" and "location where employees work".
Related Work
Weeger [1] studied behavior modeling and the structural analysis of BYOD. He proposed a model considering the balance of decision making and risk perception theory when implementing BYOD. Sugano [2] et al. focused on the consciousness and behavior of information system managers and employees as a factor inhibiting information security. They found that company employees have three types of security behavior. Takemura [3] et al. carried out a questionnaire to clarify behavior resulting from individual mental factors. They considered three factors, direct effect, indirect effect, and total plant efficiency, which were obtained by structural equation modeling (SEM). They clarified that amending the atmosphere of organization that tolerate fraud is the most effective to inhibit information leakage. Much research (for example, Bulgurcu et al. [4] , Ifinedo [5] ) has been reported that explains compliance on security policies from the viewpoint of behavioral science for information security.
Questionnaire
We surveyed workers who use personal mobile devices for work and belong to companies with more than 100 employees. For screening, we asked the candidates, "Do you use personal devices for work? (SQ1)". After that, we asked "How many mobile devices do you own? (Q1)" and asked those who responded "Use for work" for the previous question, "Are there any rules and regulations on using private devices for work in your company? (Q2)," and "How do you use private devices for work, taking rules and regulations into consideration? (Q3)." For Q4, we asked all participants the location where business data are saved with multiple answers. We also asked in Q5, "What is the frequency with which you process four sensitive degrees of data ["Personal data of customers (Q5 1)," "high-level business data (Q5 2)," "low-level business data (Q5 3)," and "non-confidential data (Q5 4)"]."
We used a seven-point scale for Q5. The choices of responses were "A: Use data very often," "B: Use it often," "C: Use," "D: I cannot say yes or no," "E: Do not use it," "F:
Copyright c 2017 The Institute of Electronics, Information and Communication Engineers Do not use it often," "G: Do not use it at all.". Table 1 is a summary of the responses to Q3. The first item "Q3 1" shows that 47.7% of the participants were using a personal device as per the rules and regulations of their company. This is called BYOD. On the other hand, 10.5% of participants chose Q3 2 and indicated that they carried out tasks using personal devices, even if they were forbidden to use such devices per the rules and regulations. For Q3 3, 41.8% of respondents stated that they work using personal devices. Items "Q3 2" and "Q3 3" are regarding shadow IT.
Analysis

Categorizing Participants
Location Where Business Data are Saved (Q4)
We show the average number of answers for data-storage locations for the three groups of respondents regarding Q3 in Table 2 . Group Q3 1 (n = 295), Group Q3 2 (n = 65) and Group Q3 3 (n = 259) had an average of 2.73, 2.49 and 2.72 locations respectively.
In Table 2 for Q3 1, "Information system in the company" and "Cloud company prepared" were ranked first and second. For Q3 2 and Q3 3, who use their personal de- Table 1 "How do you use private devices for work, taking rules and regulations into consideration? (Q3)" Table 2 "Where do you store data for business done as mobile work with personal devices (Q4)" vices at their own judgement, a majority said they saved data to their "Personal device". In addition, "Home" was ranked second for Q3 2 and third for Q3 3. For Q3 3, over 10% of respondents chose "Personal cloud storage" (fifth, 17.0%) and "Personal cloud services" (sixth, 14.7%). "External storage device" was responded by more than 20% of each group.
Chi-Square Test and Residual Analysis of Cross Tabulations
In this section, we discuss cross tabulation to show how categorized participants of this questionnaire (Q3 1, Q3 2, and Q3 3) use data for each sensitivity degree of business data.
Chi-Square Test of Cross Tabulation Q3 and Q5
We hypothesized that each item of Q3 and response to item Q5 1 are independent from the four questions of Q5 and carried out a chi-square test for each question. We used chisq.test() (package stats version 3.2.0) for calculation in R 3.2.0. We carried out residual analysis for the three combinations of "Q3 and Q5 1," "Q3 and Q5 2", and "Q3 and Q5 4" because the hypothesis was rejected with 1% significance level (Tables 3, 4 , 5, and 6).
Residual Analysis of Q3 and Q5
Residual analysis clarifies the difference in the observed Table 3 Cross-tabulation of rules and regulations for work and usage of personal data of customers (Q5 1) Table 4 Cross-tabulation of rules and regulations for work and usage of high-level business data (Q5 2) Table 5 Cross-tabulation of rules and regulations for work and usage of low-level business data (Q5 3) Table 6 Cross-tabulation of rules and regulations for work and usage of non-confidential data (Q5 4) Table 9 Adjusted residuals for non-confidential data (Table 6 ) † and expected frequencies for each cell of a cross-tabulation. While on the other hand, a chi-square test is a testing hypothesis of the difference in the ratios between independent specimens, and it cannot be determined where the difference is for an individual cell. We carried out residual analysis on the cross-tabulation table for "Q3 and Q5 1," "Q3 and Q5 2", and "Q3 and Q5 4", as shown in Tables 3, 4 , and 6. We conducted this analysis to investigate whether the respective cell of a summary sheet has a statistical association. An adjusted standardized residual of Tables 3, 4 , and 6 are respectively shown in Tables 7, 8 , and 9. If the magnitude of the standardized residual value is 1.96 or more, we can estimate that a cell has an association with a significance probability of 5%. When the result is a positive value, there is significantly more value in a cell than the expectation. Conversely, when a result is a negative value, there is significantly less value in a cell than the expectation.
We now discuss the results of considering each significant response of three groups regarding Q3 (Q3 1, Q3 2, and Q3 3) of rule compliance. Responses A and B, and C were significant for Q5 1, which asked whether participants of this group used personal data for business. We checked cells indicating a standardized residual value of more than 1.96 for Table 7 regarding Q3 1. Moreover, A, C, and E were significant for highly confidential data (Q5 2), as shown in Table 8 . Furthermore, B and G were significant regarding non-confidential data (Q5 4) for business, as shown in Table 9 .
Similarly, we investigated the responses to Q3 2 and Q3 3 that were significant amongst the groups. In the next section, we discuss characteristics of each group (Q3 1, Q3 2, and Q3 3).
Discussion
People Who Follow the Rules and Regulations
In Sect. 4.2, we found that participants who worked according to the company rules and regulations save data to their companies' facilities. We found that 26.4% save data to the † Cells in bold-face mean p < .05 We clarified the use frequency of the data for every sensitive degree discussed in Sect. 4.3 and shown in Tables 7, 8 , and 9. For personal data, there were many participants who chose "(A) use very often," "(B) use often", and "(C) use" on the tendency to use personal devices for business at a 5% level of significance.
For the data that had high sensitive degree (Table 8) , there were many responses of "(A) use very often" and "(C) use", and there were few responses of "(E) not use." For non-confidential data (Table 9) , there were many responses of "(B) use often" and few answers of "(G) not use at all". Therefore, we found that they tend to use sensitive data with personal devices, even though they not only use the information system of the company, but also use other storage locations that need to be secured at one's own discretion. That situation will cause serious damage if information leakage occurs.
We can explain the behavior of the participants of this group as risk compensation. Risk compensation is a theory of human behavior that states that people adjust their behavior in response to the perceived level of risk when their situation has become more dangerous or safer [8] . Pearman et al. [9] suggest people who install antivirus software are more likely to disable OS updates and postpone or decline software updates.
As shown in Fig. 1 , (1) they estimates security incident risk low when they process business data because they follow the rules and regulations. (2) Therefore, they are likely to use more highly sensitive business data, such as personal data or high-level data, which may have more serious impact on the business if a security incident occurs during telework. As a consequence, risk level is increased due to their behavior.
An examination that applies the theory of risk compensation to information security is for future work.
People Who are under Rules and Regulations But Use
Their Own Judgement
As a result of questions on data-storage locations (Table 2) , personal devices (38.5%) are mostly used followed by at home (24.6%) and company systems (21.5%). Regarding personal data of customers (Table 7) , the number of responses of "(F) not use very much" was significant. We did not find a significant response in the data that had a high secret degree. For Non-confidential data (Table 9) , there were small number of responses of "(A) use very often," and there were many responses of "(F) not use often." The participants of this group worked in a company where the use of personal devices is prohibited. In other words, the participants of this group take risks in using their private devices. Regarding data-storage location shown in Table 2 , personal devices (35.9%) was ranked first and at home (24.7%) was third. A system in the company was second (32.8%), and the company cloud was ranked last among the three groups (13.1%).
The results in Tables 7, 8 , and 9 are in contrast to those mentioned in Sect. 5.1. For personal data of customers (Table 7), there were few people who chose "(A) use very often," "(B) use often", and "(C) use," and there were many responses of "(G) not use at all." For high-level business data (Table 8) , there was significantly few responses for choices "(A) use very often," "(B) use often", and "(C) use" and there were many responses of "(E) not use." There were few responses of "(B) use often" for non-confidential data (Table 9), and there were many responses of "(G) not use at all."
As this group worked in the gray zone without any rules and regulations, we assumed a response tendency of not clarifying the details of their risk-taking actions.
Conclusion
We clarified that people who follow the rules and regulations tend to use more highly sensitive data because they follow the rules and regulations. However, in this situation, the information security risk becomes higher when an information security incident occurs. Such behavior is called risk compensation. We believe that investigating information security in consideration of human behavior will contribute to a safer Internet society.
In this paper, we discussed the employee's behavior from the viewpoint of employees themselves. For more practical discussion taking into consideration the progress of IoT (Internet of Things) as our future works, we should take account of the viewpoint of company such as "type of network that employees use" and "place where employees work".
